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INTRODUCTION 

Dear reader, 

We are pleased to welcome you to the fifth issue of our 
magazine Logos Guardia Civil, published by the University 
Centre of the Civil Guard. This new issue brings together a 
selection of articles that address, from different perspectives 
and disciplines, some of the most pressing challenges in the 
field of security, both nationally and internationally. 

We open this issue with a contribution from Adriano J. 
Alfonso Rodríguez, Doctor of Law and Professor of Law and 
Criminology at the UNED, who offers us a timely reflection 
on ‘Cooperation between security agencies and regional 
integration processes in Latin America’. 

In the research articles section, Juan Francisco Adame Hernández, Director of 
Strategy, Communication and Promotion at Casa Árabe, presents ‘Spain in the face of 
disinformation: Hybrid challenges and conventional responses’, a rigorous study on the 
risks of disinformation in state security. 

Security expert and PhD candidate in Forensic Sciences at the University of Alcalá, 
Paula Castro Castañer introduces us to ‘Intelligence in the spotlight: from Classical 
Theory to implementation in the Digital Age’, a critical approach to the social perception 
of intelligence services. 

The work of Josué Expósito Guisado, sergeant in the Civil Guard and PhD 
candidate at Pablo de Olavide University, entitled ‘Hacktivism: from social protest to 
state instrumentalisation’, analyses the boundaries between digital action and criminal 
activity. 

Alejandro Gómez García, Captain of the Civil Guard and Master's Degree in 
Operational Security Management, delves into ‘International Protection and Sovereignty: 
the complicated balance between individual rights and national security’, a highly 
sensitive issue in international law. 

Don Johannes Luigi Maria Kunz Saporano, a doctoral researcher at the Carlos III 
University of Madrid, analyses in his article ‘Nixon's war on drugs and the rise of virtual 
border surveillance in the United States’ the transformation of security in the US, pointing 
out how the policies promoted during the “war on drugs” gave way to the development 
of sophisticated border control systems supported by advanced technology. 
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The team formed by Francisco Pérez-Fernández, Heriberto Janosch, Enrique López 
López and Francisco López-Muñoz presents ‘Sexual violence committed by strangers in 
Madrid and Barcelona: a situational analysis’, a study that provides relevant insights into 
the geographical distribution and behaviour patterns of urban sexual assaults. 

Juan Carlos Rodríguez Bello, First Corporal of the Civil Guard Traffic Group, 
university expert in road crime and forensic document expert at the UNED, is the author 
of the article "Drugs and driving: zero tolerance. Methodology of the Synlab laboratory 
saliva report and approval criteria of the National Accreditation Entity", which addresses 
scientific and legal standards in the detection of substances. 

Mónica Román González is a PhD candidate in the Political Science and 
Administration and International Relations Programme at the Complutense University of 
Madrid, and offers us a strategic analysis in ‘The protection of critical underwater 
infrastructure and the strengthening of security in the Baltic Sea: NATO's Operation 
Baltic Sentry’, highlighting the importance of international cooperation in maritime 
scenarios. 

Finally, Virginia Belén Subiris Moriel, PhD candidate at the Rey Juan Carlos 
University, Social and Legal Sciences Programme, closes with ‘Social Economy: The 
contribution of the Civil Guard Institution through its intellectual capital’, an article that 
explores the value of shared knowledge and institutional commitment to social 
development. 

On the other hand, the case law review section features a new contribution by Javier 
Ignacio Reyes López, Senior Magistrate of Alcalá de Henares, who analyses relevant 
rulings of the Second Chamber of the Supreme Court. 

The editorial committee would like to express its sincere gratitude to the authors 
for their rigour and commitment, and to the external reviewers for their indispensable 
work. We hope that you find this new edition interesting and that it contributes to 
knowledge, reflection and continuous improvement in the field of security. 

Félix Blázquez González 
Director of the CUGC 
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LAW ENFORCEMENT COOPERATION AND CRIMINAL PROSECUTION: 
PARALLEL CONSTRUCTION? 

 

Summary: PREFACE. 2. THE JUDICIAL AUTHORISATION MODEL FOR CNI 
ACTIVITIES 3. THE NORTH AMERICAN MODEL: FISA COURT AND A FALLING 
WALL 4. THE "PARALLEL CONSTRUCTION" AND INTELLIGENCE 
COMMUNICATION BETWEEN AGENCIES 5. CONCLUSIONS 6. 

Abstract: The existence of two types of security, national and public, has served to 
empower different bodies to prevent it. The secret services have acquired a prominent 
role in national security, while public security implies the presence of police bodies. In 
both cases, surveillance and protection work requires the authorised infringement of 
fundamental rights. However, the same standard does not exist when the secret services 
are involved, which is lowered because they are not investigating a criminal act and the 
problematic communication of the information obtained, when it appears, to the police 
forces. Is a strategy of concealing the source necessary? In short, is a parallel construction 
necessary? 

Resumen: La existencia de dos tipos de seguridad, la nacional y la pública, ha servido 
para apoderar a organismos diferentes sobre su prevención. Los servicios secretos han 
adquirido un protagonismo destacado en lo que respecta a la nacional, mientras que la 
pública implica la presencia de órganos policiales. Para el trabajo de vigilancia y 
protección es necesario en ambos casos vulnerar, autorizadamente, los derechos 
fundamentales. Sin embargo, no existe el mismo estándar cuando participan los servicios 
secretos que se ve rebajado por no estar investigando un hecho delictivo y la problemática 
comunicación de la información obtenida, cuando aquel aparece, a las fuerzas policiales 
¿Es necesaria una estrategia de ocultación de la fuente? ¿Es precisa, en definitiva, una 
construcción paralela? 

Keywords: Public security, National security, Police, Intelligence service, Procedural 
safeguards.  

Palabras clave: Seguridad pública, Seguridad nacional, Policía, Servicio de inteligencia, 
Garantías procesales. 
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ABBREVIATIONS 

Art.: Article. 

EC: Spanish Constitution. 

PC: Penal Code. 

CESID: Centro Superior de Información de la Defensa. 

CIA: Central Intelligence Agency. 

CITCO: Intelligence Centre for Terrorism and Organised Crime.  

CNI: National Intelligence Centre. 

DEA: Drug Enforcement Agency. 

DIA: Defence Intelligence Agency. 

MS: Explanatory Memorandum. 

FBI: Federal Bureau of Investigation. 
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LOPJ: Organic Law of the Judiciary. 

LOPSC: Organic Law for the Protection and Security of the Citizen. 

LSN: National Security Law. 

NSA: National Security Agency 

SAN: Audiencia Nacional ruling. 

SECED: Central Documentation Service. 

SED: Secretary of State Director. 

SIAM: Senior Staff Information Service. 

STC: Ruling of the Constitutional Court. 

STS: Supreme Court Judgment. 

SC: Supreme Court 
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1. PREFACE. 

Since the attacks on the Twin Towers in New York on 11 September 2001 - with their 
painful aftershocks on 11 March 2006 in Madrid - we have been facing a convulsive world, 
where democratic systems are faced with various open fronts, ranging from armed 
conflicts to transnational organised crime, against the backdrop of persistent terrorist risks, 
or espionage carried out by hostile countries. Also, less conventionally, we must be alert 
to cyber-attacks or disinformation campaigns, respond to irregular migration flows, 
climate catastrophes and global pandemics, or economic insecurity. These facts reflect a 
world far removed from perpetual peace and expressive of a "Risk Society" which implies 
confronting a situation of unrest, not provoked by threats but by the individuals who make 
them manifest (Beck, 2006, p. 107). 

Facing the challenges that arise, all of which are very varied, with different roots 
and complex solutions, places us in the sphere of the so-called protection of "National 
Security", a concept that has been explained from different perspectives. However, in our 
country, the regulation of this concept is very recent, barely ten years old, and seeks to 
provide a regulatory framework for a space which, traditionally, has been in the shadows 
because it was considered that state action in certain areas should be kept strictly secret, 
in clear contrast to the idea of "Public Security", whose legislative presence is much 
earlier, obligatory in democracy, and based on the idea that governing implies a power of 
containment of police power (Zaffaroni, 2006, p. 165). 

In any case, our constitutional text (hereinafter EC) has not addressed the idea of 
"National Security", nor does it contemplate a definition as such, although it does allude 
to the concept of "Public Security" in various precepts of our lex superior by establishing 
the guarantee of "citizen security" by the police forces (art. 104.1 EC) or exclusive state 
ownership of "public security" (art. 149.1.29 EC).1 CE) or the exclusive state ownership 
of "public security" (art. 149.1.29ª CE), without forgetting art. 126 CE where it speaks of 
a "Judicial Police" in a situation of dependence on Judges and Prosecutors in the 
investigation of crime and the discovery of the offender (Cfr. SSTC 175/1999, of 30 
September, FJ 7º 86/2014, of 29 May, FJ 4º or 55/1990, of 28 March, FJ 5º). This situation, 
lacking recognition, has not prevented the idea of "National Security" from emerging as 
a singular tool for protection, as a policy of its own, although without a ministry to 
manage it (Herbon Costas, 2021, p. 164). However, this does not prevent us from 
observing that both "securities" operate in the same spheres, touch on similar aspects and 
set identical objectives, and although fundamental rights can be violated on both levels, 
they operate under different criteria, more flexible in their ethical dimension when it 
comes to matters of national security, and which leave in the air the existence of a bridge 
to be crossed in cases of collaboration between the different operational bodies 
responsible for overseeing their fulfilment. 

From a regulatory perspective, Article 3 of Law 36/2015 of 28 September on 
National Security (hereinafter LSN) states that "For the purposes of this law, National 
Security shall be understood as the action of the State aimed at protecting the freedom, 
rights and well-being of citizens, guaranteeing the defence of Spain and its constitutional 
principles and values, as well as contributing together with our partners and allies to 
international security in the fulfilment of the commitments undertaken". In line with this 
definition, the idea of "Public Security" in the Explanatory Memorandum (EM) of 
Organic Law 4/2015, of 30 March, on the Protection of Public Security (LOPSC) states 
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that "The Law, in accordance with constitutional jurisprudence, is based on a material 
concept of public security understood as an activity aimed at protecting people and 
property and maintaining the peace of mind of citizens, which encompasses a plural and 
diversified set of actions, different in nature and content, aimed at the same purpose of 
protecting the legal good thus defined. Within this set of actions are the specific actions 
of the instrumental organisations destined for this purpose, especially those corresponding 
to the Security Forces and Corps, to which Article 104 of the Constitution entrusts the 
protection of the free exercise of rights and freedoms and the guarantee of public safety...". 

It is easily perceptible, as has been highlighted, the common idea of protection of 
freedoms and rights that places both concepts in a clear thread of connection, which we 
can even observe in case law. In this sense, STC 184/2016, of 3 November, the first ruling 
that has addressed the concept of "National Security", states "On the other hand, since 
the State competence is clear, both in matters of defence and public security, it would not 
make sense that, in an area such as national security, so closely linked to both, to the 
point of identifying its aims and objectives and the legal assets protected in the manner 
indicated, the State's competence would become purely residual. In short, national 
security is not a new competence, but is integrated into the state competences of defence 
and public security" (FJ 3º). This judgement, which does no more than link the two 
concepts, does not prevent us from establishing clear differences. 

Firstly, the defence of national security against threats, by obtaining information, is 
a matter for the secret services, specifically, and in our country, the National Intelligence 
Centre (CNI). In the case of public security, or citizen security, its protection is entrusted 
to the police services, be they central, regional or local government. Secondly, the secret 
services, in the surveillance of those activities that could affect national security 
(espionage, counter-espionage, anti-terrorist work, etc.), operate under a clear criterion of 
security.), operate under a clear criterion of extreme operational discretion, so that their 
work remains under the umbrella of classified information, which is not known to the 
public, and the results of their work are rarely brought before a court, situations that do 
not affect the work of the security forces, who carry out their activities under the 
supervision of judicial bodies, with results that are public and publicised, the ultimate aim 
being to lead, as a rule, to the determination, or not, of criminal liability to be judicially 
elucidated. Fourthly, the organised violation of fundamental rights requires, both in police 
work and in the work of the CNI, judicial authorisation, however, while the criminal 
procedural framework derived from the Criminal Procedure Act (LECRIM) acts as a 
flange for public security agencies, the secret services operate in a necessarily broader 
framework where the normative regulation is rather limited, through the only article 
contained in Law 2/2002, of 6 May, with judicial supervision limited to the authorisation 
of measures affecting the secrecy of communications and house searches that partially 
affect art. 18 EC, its purpose being the collection of information whose destination is not, 
in principle, a trial. However, several questions arise: What is our model of judicial 
supervision of intelligence activities like? Is it possible for secret services to share 
information with police agencies? Would it be possible to use it in the framework of 
criminal investigation and prosecution? Let us look at different aspects suitable for 
formalising the debate. 
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2. THE MODEL OF JUDICIAL AUTHORISATION FOR CNI ACTIVITIES. 

Traditional intelligence gathering by espionage services has always been based on 
clandestine techniques and with a necessarily flexible ethical dimension in its 
development with a rather blurred framework of guarantees for those affected. The greater 
the threat, the more complex the methods of obtaining information, where evaluation and 
analysis become precision tools for determining the response, action or decision. In fact, 
the importance of the secret services in a democracy lies in helping the executive to follow 
specific lines in defence of national interests, becoming important actors in political 
decision-making (Pinto Cebrián, 2019, pp. 51 et seq.). They have nothing to do with the 
investigation of the criminal act, nor of the offender or their procedural prosecution 
(Sánchez Ferro, 2020, pp. 188-189), without forgetting that it is precisely national 
security that justifies their functions and enables the violation, albeit ordered, of 
fundamental rights (Aba Catoira, 2020, p. 228). 

In our country, as I anticipated, the CNI, a body of the General State Administration 
with a unique nature (SAN 2632/2009, 27 May, Sala de lo Contencioso (Rapporteur: Mr 
Gil Ibáñez, FJ 1º), dependent on the Executive and which "... is not, nor is it assimilated 
to, a body identified with an independent administration, in the sense of that typology of 
public law entities endowed with the autonomy and functional independence that 
characterises it: it is an instrumental body of the Government...".is not, nor can it be 
assimilated to a body identified with an independent administration, in the sense that this 
type of public law entity is endowed with the autonomy and functional independence that 
characterises it: it is an instrumental body of the Government..." (STS 1238/2021, of 18 
October, Chamber III, (Rapporteur: Mr. Requero Ibáñez) FJ 7º) , which reflects, in its 
physiognomy, a long evolution in the history of our services. Thus, it became the 
successor to the High Defence Information Centre (CESID) which, in turn, was created 
by Royal Decree 1558/1977 of 4 July 1977, a body which brought together the previous 
information services, the Central Information Service of the Presidency of the 
Government (CESED) and the Information Service of the High General Staff (SIAM), It 
has always acted as an intelligence assessment body and, during the different 
governments, has depended on the Ministry of Defence, except for a period of dependence 
on the Ministry of the Presidency during the government of Mariano Rajoy Brey. Its initial 
integration with members of the Armed Forces has ended up evolving with the 
incorporation of civilian personnel, so that this body can no longer be seen as a mere 
compiler of military intelligence in the face of a potential military conflict. Its work goes 
beyond this, as threats are increasingly heterogeneous, with asymmetrical conflicts that 
develop on invisible battlefields and whose existence and intervention is essential to 
confront them. 

According to article 9 of Law 11/2002 of 6 May 2002, the CNI is headed by a 
Secretary of State (SED), who is the "National Intelligence and Counterintelligence 
Authority" with the title of "Director", appointed by Royal Decree at the proposal of the 
Ministry of Defence, and with a five-year mandate that can be successively extended or 
replaced at any time by the government. Its functions are of "promotion" and 
"coordination", which can be summarised as "direction" of the body's tasks, appointment 
of the different management positions, budgetary competence and cooperation "with the 
information services of the State Security Forces and Corps, and the bodies of the civil 
and military Administration, relevant to intelligence objectives...". He is assisted by a 
Secretary General, with the rank of Undersecretary, who, among other functions, in 
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